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Abstract: Zero-day Advanced Persistent Threats (APTs) ex-ploit previously unknown 

vulnerabilities to evade signature-based defences and persist across the enterprise kill chain. This 

paper presents an end-to-end framework for zero-day APT detection that couples an adaptive 

feature-selection pipeline with open-set recognition. First, we apply a hybrid Mutual 

Information → Symmetric Uncertainty → mRMR procedure with adaptive thresholds to capture 

non-linear relevance while suppressing redundancy and high-cardinality bias, yielding a 

compact, dis-criminative feature set suitable for real-time inference. On top of this 

representation, we integrate OpenMax (EVT-based logit calibration) with kernel density 

estimation (KDE) and Monte Carlo Dropout (MCD) to jointly assess distributional fit and 

epistemic uncertainty, routing ambiguous samples to an explicit Unknown class. Using the 

multi-stage DAPT2020 enterprise dataset, we evaluate with 10-fold cross-validation and a leave-

one-class-out protocol that simulates unseen (zero-day) attacks. In closed-set classification, 

ensemble models achieve near-perfect performance (e.g., Random Forest: 

Accuracy/Precision/Recall/F1 = 0.9997). Under open-set conditions, the proposed 

OpenMax+KDE+MCD approach attains class-wise accuracies between 0.933 and 0.995, with 

high-volume behaviours (e.g., brute force, network scans) exceeding 0.99 and stealthier 

behaviours (e.g., backdoors, web vulnerability scans) detected at 0.93-0.94 while being safely 

rejected as Unknown when uncertain. The results demonstrate robust zero-day recognition with 

reduced false negatives and operationally actionable uncertainty signals, offering a practical path 

toward resilient, next-generation intrusion detection.  

Keywords: Advanced Persistent Threats, Zero-day, Open-set Recognition, OpenMax, Kernel 

Density Estimation, Monte Carlo Dropout, Mutual Information, Symmetric Uncertainty, mRMR, 

Intrusion Detection, DAPT2020. 
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1. INTRODUCTION 

With the proliferation of the Internet and the worldwide expansion of online services, 

digital connectivity now spans not only personal computers but also handheld and IoT 

devices. This ubiquity has driven a sustained increase in global Internet usage.  

By 2021, Internet statistics indicated 4.66 billion users-approximately 59.5% of the world’s 

population [47]1 and the number continued to grow. By 2024, Internet users reached 5.35 

billion (66.2%) [47]1; the International Telecommunication Union (ITU) reported as many as 

5.5 billion people online in 2024 (68%) [23]2. While this accessibility fuels innovation, it also 

expands the attack surface for cyber-crime. 

The diversity of connected devices and the dynamic nature of modern networks have 

made them increasingly vulnerable to malicious actors [22]3. Zero-day exploits exacerbate this 

risk: in 2024, 75 zero-day vulnerabilities were exploited in the wild, 44% of which targeted 

enterprise networking or security systems. Moreover, in 2025 an estimated 32%of exploited 

vulnerabilities were zero-days or one-days, indicating continued reliance on novel or 

minimally remediated weaknesses [46]4. 

Cyber-attacks can be broadly categorized as targeted or untargeted [14]5. Untargeted 

attacks indiscriminately probe for weaknesses, whereas targeted attacks are carefully planned 

campaigns against specific organizations. A particularly dam-aging subset of targeted attacks 

is the Advanced Persistent Threat (APT), which combines stealth, resources, and persistence 

to achieve strategic objectives. 

A growing concern within this class is the zero-day APT, where adversaries exploit 

undisclosed vulnerabilities to in-filtrate and remain undetected for extended periods, [9]6. 

Because patches and signatures are unavailable at the time of exploitation, zero-day APTs can 

evade conventional intrusion detection and execute multi-stage operations such as privilege 

escalation, lateral movement, and data exfiltration. This makes proactive detection and 

mitigation of zero-day APTs a critical research priority. 

2. DEFINITION OF ZERO-DAY APTS 

APTs are highly targeted cyber-espionage campaigns [18]7. We adopt the NIST definition 

[31]8: 

An adversary that possesses sophisticated expertise and significant resources, enabling it 

to achieve objectives through multiple attack vectors (e.g., cyber, physical, deception). These 

objectives typically include establishing and extending footholds within the information 

technology infrastructure of targeted organizations for exfiltration of information, under-

mining or impeding critical missions, or positioning itself to carry out these objectives in the 

future. The advanced persistent threat (i) pursues its objectives repeatedly over an extended 

period, (ii) adapts to defenders’ efforts to resist it, and (iii) maintains the level of interaction 

needed to execute its objectives. 

Within this broad definition, the zero-day APT subclass is distinguished by systematic 

exploitation of zero-day vulnerabilities previously unknown flaws for which no patch or 
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signature exists at attack time there by bypassing signature-based defences and enabling 

extended dwell time. 

a) Characteristic properties.: 

i. Specific targets and clear objectives: High-value or-ganisations (government, 

finance, research, health care, aerospace) are routinely pursued [1]9. 

ii. Well-resourced, organized actors: Often state-sponsored or professional groups 

with access to zero-day research or markets. 

iii. Long-term, adaptive campaigns: “Low-and-slow” operations with iterative tactic 

shifts to evade detection.  

iv. Stealthy, zero-day exploitation: Unpatched vulnerabilities enable covert entry and 

lateral movement, undermining traditional IDSs. 

Table 1. Contrasting Traditional Attacks and Zero-Day Apt Attacks [11]10, [39]11. 

 Traditional Attacks Zero-Day APT Attacks 

Attacker Often an individual hacker State-sponsored / organized 
groups 

Target Opportunistic, broad High-value entities (gov., 
finance, critical infra.) 

Purpose Quick financial gain / notoriety Long-term espionage, sabotage, 
data theft 

Approach Rapid “smash-and-grab” Low-and-slow, repeated 

attempts, zero-day use 

 

3. ZERO-DAY APT USE CASES 

APTs originated as highly targeted, long-term campaigns and now span all sectors. Below 

we outline landmark cases where zero-day exploitation was pivotal [40]12. 

Moonlight Maze (1996-1999; disclosed 2018) 

Targeted U.S. military and government networks, research institutes, and aerospace 

[15]13. Later analyses suggest custom exploits and stealthy persistence-traits consistent with 

zero-day APT tradecraft. 

Operation Aurora (2009-2010) 

Compromised at least 34 enterprises (e.g., Google, Yahoo, Symantec) via spear-phishing 

and a previously unknown Internet Explorer vulnerability (true zero-day), enabling remote 

code execution, backdoors, and lateral movement [45]14. 

GhostNet (2009) 

China-linked espionage infecting 1,295 machines across 34 countries; delivery via socially 

engineered emails and long-lived C&C channels-hallmarks of zero-day-enabled persistence 

[13]15. 
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Red October (2007-2012; discovered 2012) 

Government and diplomatic targets; custom Office exploits, including zero-days, plus a 

distributed C&C infrastructure of > 60 domains [48]16. 

Stuxnet (2010) 

Industrial APT targeting Iranian nuclear enrichment by manipulating PLCs; propagated 

via removable media and exploited at least four Windows zero-days [7]17. 

4. ZERO-DAY APT ATTACK MODELS 

Threat modelling identifies vulnerabilities and associated risks [34]18. For zero-day 

APTs—where unknown flaws are exploited—modelling guides where and how to detect 

early signals. 

4.1 Kill chain–based frameworks 

The Lockheed Martin Kill Chain [17]19 covers: Recon-naissance, Weaponization, Delivery, 

Exploitation, Installation, C&C, and Actions on Objectives. Zero-day APTs typically exploit 

unpatched flaws during Delivery/Exploitation, making early-phase detection crucial. 

Common vectors include spear-phishing, watering-hole compromises, and direct zero-day 

delivery, [27]20. The Unified Kill Chain [35]21 extends this to 17 steps in three loops, offering 

finer granularity. 

4.2 Lifecycle and analytical models 

The Mandiant Attack Lifecycle emphasizes persistence and lateral movement—both 

central to long-dwell zero-day intrusions [20]22. MITRE ATT&CK enumerates 

tactics/techniques (e.g., initial access, privilege escalation, defense evasion) that can be 

mapped to indicators for proactive zero-day detection. 

4.3 Diamond Model 

The Diamond Model relates adversary, capability, infrastructure, and victim [10]23, 

[42]24. Correlating these with kill-chain phases supports tracking from reconnaissance to 

exfiltration even without malware signatures. 

4.4 Key detection opportunities 

• Delivery/Exploitation: abnormal traffic, exploit-kit arte-facts, unpatched software use. 

• Command & Control: low-and-slow encrypted channels over common protocols 

(HTTP/HTTPS). 

• Lateral movement: anomalous privilege escalation and internal reconnaissance [4]25. 

5. DATASETS USED FOR ZERO-DAY APT DETECTION 

Robust APT detection requires datasets capturing full life-cycle stages (reconnaissance, 

initial compromise, C&C, lateral movement, privilege escalation, exfiltration). Such datasets 

are scarce due to (i) sensitivity of real logs, (ii) multi-stage complexity, and (iii) evolving 

adversary tradecraft [26]26, [41]27. 
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Researchers typically employ: 

• Real datasets (e.g., CTU-13, LANL): realistic but stage-incomplete and privacy-

restricted [6]28, [33]29. 

• Synthetic datasets (e.g., DARPA 1999, CICIDS2017/2018): controllable but may 

under-represent real-world variability [5]30, [38]31. 

• Semi-synthetic datasets (e.g., UNSW-NB15, APT-Sim): balance realism and control 

[12], [32]. 

Table 2. Selected Datasets for Apt Research [33], [34], [35] 

Dataset Summary 

CICIDS2017 Multi-attack traffic; lacks explicit APT stage labels and extended 
stealth. 

UNSW-NB15 IXIA PerfectStorm synthetic packet data; realis-tic yet limited for 
multi-stage APTs [36]. 

DARPA 1998–1999 Historical baseline; no APT-specific scenarios. 

DAPT2020 Multi-stage APT traces with realistic class im-balance [35]. 

TABLE 3. Coverage of Apt Life-Cycle Stages 

Dataset Recon. Init.  

Comp. 

Foothold Priv. 

Esc. 

Exfil. 

DAPT2020 Yes Yes Yes Yes Yes 

SCVIC- 

APT- 

2021 

Yes Yes Yes Partial  

CICIDS2017 Yes Yes Yes Yes Yes 

KDD 

Cup 99 

Yes Yes No No No 

 

Representative datasets 

Stage coverage 

Dataset used in this study: DAPT2020 

We employ DAPT2020 [35], a five-day enterprise traffic collection designed to represent 

the full APT kill chain (recon-naissance, foothold, lateral movement, privilege escalation, 

exfiltration). It includes internal/external flows, simulated stealth traffic, and real-world class 

imbalance properties well-suited to open-set, zero-day evaluation. 

6. FEATURE SELECTION FOR ZERO-DAY APT DETECTION 
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Effective feature selection is vital for accuracy and effi-ciency. APT campaigns evolve, so 

static selection often lags attacker behaviour [27]. High-dimensional logs embed non-linear 

and contextual dependencies, and severe class imbalance can obscure rare attack indicators. 

We adopt a hybrid pipeline: Mutual Information (MI) to capture linear/non-linear 

relevance; Symmetric Uncertainty (SU) to normalise MI and penalise redundancy; and 

Minimum Redundancy Maximum Relevance (mRMR) to select a compact, diverse subset [37]. 

Combined with cost-sensitive learning and domain knowledge, MI â†’ SU â†’ mRMR 

supports accurate, real-time detection. 

Normalisation 

We use min–max scaling, 

𝑋𝑠𝑐𝑎𝑙𝑒𝑑 =
𝑋 − 𝑋𝑚𝑖𝑛

𝑋𝑚𝑎𝑥 − 𝑋𝑚𝑖𝑛
 

to harmonize feature ranges and stabilize MI/SU estimates [38], [39]. 

Mutual Information and Symmetric Uncertainty 

Entropy is defined as 𝐻(𝑋) = − ∑ 𝑝(𝑥𝑖) 𝑙𝑜𝑔𝑝𝑖 (𝑥𝑖),  

joint entropy as 𝐻(𝑋, 𝑌) = − ∑ 𝑝(𝑥𝑖 , 𝑦𝑗 ) 𝑙𝑜𝑔 𝑝𝑖,𝑗 (𝑥𝑖, 𝑦𝑗  ), and MI 

as I(X; Y ) = H(X) +H(Y ) −H(X, Y ). SU normalizes MI: 

𝑆𝑈(𝑋, 𝑌) = 2
𝐼(𝑋;  𝑌 )

𝐻(𝑋)  +  𝐻(𝑌 )
, 

mitigating MI’s bias toward high-cardinality features and reducing redundancy [40], [41]. 

mRMR objective 

For a candidate feature fi, target c, and selected subset S, 

𝑚𝑎𝑥

𝑓𝑖
(𝐼(𝑓𝑖; 𝑐) −

1

𝑆
∑ 𝐼(𝑓𝑖; 𝑓𝑗

𝑓𝑖∈𝑆

), 

balancing relevance and redundancy [42], [43]. Adaptive selection procedure 

a) Pre-process (clean, encode, min–max scale). 

b) Rank by MI; apply adaptive MI thresholds (mean ± SD) to discard extremes. 

c) Compute pairwise SU; prune features above an SU re-dundancy threshold (retain 

higher-MI member). 

d) Apply mRMR for final subset. 

e) Validate and, if needed, tune MI/SU thresholds based on macro-F1 and APT recall. 

Evaluation protocol 
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We use 10-fold cross-validation and report Accuracy, Precision, Recall, and F1. Classifiers 

include Random Forest [44], SVM [45], Decision Trees, Neural Networks [46], Gradient 

Boosting, and XGBoost. (Results summarized in Table 4.). 

 

 

Table 4. Classifier Performance After Mi→Su→Mrmr Feature Selection 

Classifier Accuracy Precision Recall F1 

Random Forest 0.9997 0.9997 0.9997 0.9997 

SVM 0.9692 0.9708 0.9692 0.9686 

Gradient Boost 0.8432 0.9651 0.8432 0.8469 

Naive Bayes 0.9658 0.9741 0.9658 0.9685 

XGBoost 0.995 0.9994 0.9995 0.9994 

a) Observations.: Ensembles (RF, XGBoost) achieve near-perfect scores, likely due to 

variance reduction and robust handling of heterogeneous features. Gradient Boost shows high 

Precision but lower Recall, reflecting conservative decision boundaries on stealthier classes. 

7. ZERO-DAY DETECTION FRAMEWORK AND EVALUATION 

Zero-day attacks exploit unknown vulnerabilities before patches exist [47]; APT actors 

frequently use them for initial access or privilege escalation [48]. We propose a hybrid open-

set framework integrating OpenMax, Kernel Density Estimation (KDE), and Monte Carlo 

Dropout (MCD). OpenMax uses EVT calibration to reject samples inconsistent with known 

classes; KDE provides density-based novelty checks; MCD estimates epistemic uncertainty at 

inference. 

 

Figure. 1. Overview of the proposed zero-day detection framework (Open-Max+KDE+MCD). 
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a) Leave-one-class-out protocol.: For a class set C, remove c ∈ C from training to simulate 

a zero-day; test on the full set and measure unknown-class rejection and 

misclassification. 

Algorithm 1 OpenMax-based Zero-Day Detection with KDE and MCD 

Require: Dataset (X, y), KDE threshold 𝜃¸, class set C 

1. for c 𝜖 C do 

2. Train on (X, y) with c removed; hold out Xc for testing. 

3. Obtain class logits → OpenMax EVT calibration. 

4. Apply MCD for predictive uncertainty; compute KDE density. 

5. Flag samples as Unknown if low density or high uncertainty; otherwise assign 

calibrated class. 

6. Record Accuracy/Precision/Recall/F1 for class c. 

8. RESULTS 

Table 5. Leave-One-Class-Out Performance (Openmax+Mcd). 

Removed Class Accuracy Precision Recall F1 

Account Brute Force 0.9953 0.9953 0.9953 0.9953 

Network Scan 0.9937 0.9937 0.9937 0.9937 

Web Vulnerability Scan 0.9379 0.9398 0.9379 0.9369 

Account Discovery 0.9414 0.9437 0.9414 0.9402 

SQL Injection 0.9380 0.9396 0.9380 0.9374 

Backdoor 0.9329 0.9443 0.9329 0.9280 

Privilege Escalation 0.9363 0.9422 0.9363 0.9336 

High-volume signatures (e.g., scans, brute-force) are detected with >99% accuracy; 

stealthier behaviors (e.g., back-doors, web vulnerability scans) show reduced recall (93–94%), 

reflecting overlap with benign traffic. 

b) Key insights.: 

• Robustness: Distinct signatures yield near-perfect detection. 

• Stealth challenge: Low-footprint attacks overlap with benign baselines; improved 

representation helps. 
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Figure 2. Accuracy across removed classes (OpenMax+MCD). 

Table 6. Illustrative Confusion Matrix Emphasizing Stealth Misclassification. 

True ↓ / Pred. → Brute Scan WebVuln Backdoor Unknown 

Brute Force 98 1 0 0 1 

Scan 0 97 1 0 2 

Web Vuln. Scan 0 2 85 5 8 

Backdoor 0 1 6 82 11 

Unknown (Zero-Day) 0 0 3 4 93 

Uncertainty helps: MCD calibration meaningfully routes ambiguous cases to Unknown, 

reducing false negatives.  

Operations: An explicit Unknown channel prioritizes SOC triage for potential zero-days 

c) Comparison to open-set baselines.: OpenMax alone [49] can miss subtle deviations; 

distance-based rejection [?] and Deep SAD [?] require careful tuning and are scale-

sensitive. Our OpenMax+KDE+MCD combination adds density checks and epistemic 

uncertainty, improving robustness for stealthy APT behaviors and yielding actionable 

uncertainty estimates for operations. 

d) Future work.: Time-series models (e.g., Transformers) and adaptive EVT scaling for 

thresholding may further re-duce false positives. Integration with streaming IDS 

pipelines will advance real-time zero-day defence. 

9. CONCLUSION 

This paper presented a practical framework for detecting zero-day Advanced Persistent 

Threats by combining an adaptive feature-selection pipeline with open-set recognition. The 

MI→SU→mRMR procedure, equipped with adaptive thresholds, yields a compact and 
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discriminative representation that curbs high-cardinality bias and redundancy-key failure 

modes in high-dimensional network telemetry. Building on this representation, the 

integration of OpenMax (EVT-based calibration), kernel density estimation, and Monte Carlo 

Dropout jointly assesses distributional fit and epistemic uncertainty, routing ambiguous 

samples to an explicit Unknown class for analyst triage. 

On the multi-stage DAPT2020 dataset, ensembles achieved near-perfect closed-set 

performance, while the proposed open-set detector sustained strong leave-one-class-out 

results (per-class accuracy ≈0.933-0.995), detecting high-volume behaviors (e.g., brute force, 

scans) with >0.99 accuracy and safely rejecting stealthier behaviors (e.g., backdoors, web 

vulnerability scans) when uncertainty was high. These outcomes demonstrate that 

uncertainty-aware open-set recognition can materially reduce false negatives and provide 

actionable signals for SOC operations. 

Limitations and future work.: Our evaluation is con-strained by dataset availability and the 

fidelity of simulated stealth traffic. Future efforts will target (i) sequence-aware models (e.g., 

Transformers) for long-horizon behaviors and lateral movement, (ii) adaptive EVT scaling 

and calibrated thresholds for better precision-recall trade-offs, (iii) online/streaming 

deployment with concept-drift handling, (iv) cross-domain generalization studies and 

transfer/federated learning, and (v) operational metrics (latency, throughput, alert volume) 

with human-in-the-loop feedback. We view these directions as the next steps toward resilient, 

real-time zero-day APT detection in production networks. 
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